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YAULVH VY (Terms of Reference : TOR)
1. aﬂnsmnsumaammmwan (Core Switch) 91U 48 484 WUY 10G SFP+ 97U 2 LA3D9
Tntusias meﬂmuﬂmanwmkumuamwaﬂmma‘mu
1.1 uaﬂwmsmimmu”l,uuaam’l Layer 3 299 OS] Model

12 agwrsarundumaaiatelalneldluslaneaa Routing Protocol Wuu Static IP routing,
Policy based Routing, RIPv1, RIPv2 uag OSPF lailiusgnaoy

13 fveudaudassuuiaiotis (Network Interface) WUy 1G/10G SFP+ w3afndd
Fauauhitasnda 48 vae uavilveudeudeseuuialotiawuu 40G/100G QSFP28 n3afindd
Sunuliitiosnia 8 das

14 §l Console Port sruiulsidesnda 1 9a9 uazil Manage Port #38 Out-of-band
management port $1uaulsitioanii 1 deg

15 ﬁﬁmmmlwuamamuz‘uaam'ﬁﬁﬂmu“uaa‘&mL%amia'iwmﬂ%asdmnn‘&aa

16 895U MAC Address |$ilsitiondn 160,000 MAC Address vislaitiaerin 160K MAC Address

17 anansavivisdensgunsaliuvnalusuniy Web Browser ol

1.8 esadedioya Log File tuguuuy Syslog léiduatwise

1.9 annsaldaumuninsgu IPvé 16

1.10 ilmuFaves Switching Capacity livisenin 8Tbps wag Forwarding Throughput
litfounda 2400 Mpps

1.11 9995V Virtualization technology wuu M-LAG 39 VSS %3a Stackwise Virtual ¥39
vPC #38 Stacking technology wiawmaluladsuiiiautnuiannin waEIaIsuNISITNUANANUR
VRRP leinSafini

112 gunsaivessuuiiauarunsansiaaey muny wistasfumsiuddoyaiiliduly
panleviearsiuasasadeseningunssimelussuunietie (Intra-Network/Lateral Traffic)
16t Tagannsaviheuesgunsalieaviavhiusauiu Controtler wiassuuuimsiamsiausiu
Tasans Taegunialiaasaeiu MAC Security (MACsec) muuinsg1u IEEE 802.1AE lngsaafunis
iisa AES-256 vSeRn1 wisnwanuenansmamaiinandrdnieBudunnadi

1.13 3095y VLAN lalydaend 4,000 VLAN nieludasnd 4K VLAN uay
FDIFUNITVIIURUY Voice VLAN Tauafinin

114 atfuayunmsdanmisgunaniuuy CLI uaz Telnet uaz SSH waz SNMPv3 13e RMON 161

1.15 $995UNI5¥197U jumbo frame

1.16 HWMITUTBWIMIEIUL IEC %30 FCC wip EN wia CE Wusthstiay
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1.18 gunsaidesanunsavineuiussuuininnszuasduiiusady 220-240 VAC anufl 50
Hz leiduadatioy

1.19 asduayun1s¥eu Access Control List (ACL) IPv4 uaw 1Pv6 lal

1.20 @3150%1 Auto-MDIX 16l

1.21 11 Power Supply 2 ¢ WUy Dual Power #38 Redundant %38 Hot Swap w3afinin

122 i Transceiver Module #u19n13190udndmsiideatutugUnsald laue
vieifundnsasififindomunonséndertuiugunsaifiaus Tnafiuuu 10G SFP+ Singlemode
F1uU 4 Modules uag 1G SFP Multimode $1uau 12 Modules wag 1G RJ45 SFP w3adnd1 314U
4 Modules

123 gunseifessesiuinmsguuasarmansoedaiesiwolui

1.23.1 IEEE 802.1Q d1%5un13591 VLAN Tagging

1.23.2 IEEE 802.1p dwiumsdnasiunnuddgueoys

1.23.3 Spanning Tree Protocol 1l STP, RSTP wag MSTP 521 1nIg1uf I
HadwsHauLVINWEaRNTY

1.23.4 |EEE 802.1X Port-Based Network Access Control

1235 mstestuvdensnmseasseninmedaiiognielu VLAN Weatu wu Port
Protection %38 Port Isolation yiawmaluladilvinadwdifieuiiy

1.23.6 Link Aggregation Control Protocol (LACP)

1.24 gunsaldassesiuanuaninsalumsamagaulazaluauaulasndevagUnal
Uanemsideusaidgseuuia3eday (TerminalEndpoint Security) Tnadquantifot1aloy
fsioluil

1241 awnsensisaauvieiiuuteyavesgunsalUaemedideudadussuy
w3ete Tngansnsyydoya IP Address was MAC Address vasgunsallailusdiaey

1.24.2 @11150051980UANNANRUTTENI19 IP Address was MAC Address 184
gunsafuarem vieanunsoaiiyiFeuideyadunanlnednludd iieliusznaunisassaeunas
muRuMaintsssuuesagels

1.24.3 ausabhideyavesguniailatemanidlunis asrvdeu Yestu wleauny
madendeiliifulusnilouedumnuiuansensorssssuusiatie ¢

1.244 euawnsenude 1.24.1 - 1.24.3 enashiliunislaegunsal Core Switch 189
iiavhauswiuszuuuimsdamsiasatie (Network Management System), Controller ¥3a3suU
fweuiiuncaensendediefiddygianilvineldlasens Tnedesunsaldauldasudauny
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1.24.5 gun3al Core Switch Aassasiumaluladdmiunismuruuasduduniiy

P

qn ssvasgUnsaivianmsieaslulaotne 19y IP-MAC Binding, DHCP Snooping, IP Source Guard,
Dynamic ARP Inspection, Endpoint/Device Identification, Device Profiling, VLAN %58 Network
Segmentation saBameluladauiindnasviienadnsluntsvhvuifieusiwienndn Taglisiinte
Faanumsamsomalulad
1.24.6 Qﬁuﬁmauaﬁmuam Datasheet, Technical Documentation, Configuration
Guide w3 alonarsmawmaiiadisenlaududn 3eamsaasivasuldiigunsaiviaszuuiiiaued
AUANNIAAIUTIN VLA
125 wandusidivnauedeaduvedlua (Brand New) lilgvessuusanin (No
Refurbished) waziin1ssudssAuainid1wesndnsmg (Product Warranty) ag19ias 5 U
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242  ve#PUNIAILTEY VLAN Wag Trunk Tng VLAN fifmmuadaaiuisoiuds
Foyariudumaaznainiitmunldatrsgndas
243 M9ABUNISH191UYB4 Routing mulusnasauasguuuunisid eused
winendeldnu Tnefesanansouandeudumuesiudsdeyaluduadstneuaemld
244  WeAaRUMIVINIUUDY Link Aggregation TagmsiadaumITiutasdyqnmuay
nadaunsdivadyanamiidndes S‘Ei’ﬁsuuﬁaqé’amé'uﬁq%'as&amu‘tfmé’mucy']mﬁmﬁa‘lﬁ
245 wagau Gateway Redundancy Iﬂﬁlﬁf’laaﬂﬁ’qﬂniﬁﬁﬁﬁﬂwﬁﬂﬁtﬂu Gateway
inamdniades uazssuuFeutdnulildnugunsaidsodldlnednluic
246 yeasumsviesialisswesssuulunsdifigunsal Core Switch ta3amils
vdaudumadensiontludunisdinges Inessuufesanusandsullldaugunsainiadundiseald
Inedaluifuavdaliuinisld
247  MAgaUNTUIMISIRNIshazaTIsdavaniusaUnIald1u SNMPV3 Taaaag
aunsadenseuarudayasingunsailiadnagnias
248 vagaumidetaya Syslog Wdssyuudaiu Log veswmninends Tnudoya
AosuamauvaTiNn Tunaviian seivvmmIn wareaziBenvaamanisailignagnies
249  ddaawesimiuazdmwaulvd Configuration vesgunsaifausluguuuydl
annsathnduinliffussuuld wiennenunanisvaseuiissysenisvaaay 8n1svagey rafl
AU HANITVNAABUIT wasvidng ulssney
2410 asdudiumsings Weude dadne uasnmasuszuudaandulauiuuas
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KumIRTI93y wazadyydeshiliunisudluwasaseulmilnghifnd- e
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wasidfiRey w anwdidadainngly 48 42l dmsuvmdadasszdvings winldawnsofau
szuyldnnglu 48 Halus Fasdavngunsaiawmiiifigaaudilisnindsniadouninvdenusy
udnade tiowudluviawdsugunsallilfonldauysalmelu 15 fulvrnuildsude
26  wimnadanusdliAutagaunsal vhauagealhiseuies qunialiduiizensu
Thludaiulluaauiifuminedofmus
27 uwumsdnge neudliunisdiadressuulitosndt 30 Ju Ay desdavitununis
findheszuy (Migration Plan) lausliminendeinnsanousi® Inedosssyrauieniny Siuiunou
Sufiaveu Tuuaznawdidums sseznarfinadsyuuasugaliuing anudes Basanudes
Fnvrvaeuna uasiaulumadndulansfudseuunduganmdouduiiuns adyadesdariuny
Houndu (Rollback Plan) Sessyiumeunazsvaziailumsiusssuunduganmreusuiiuns wn
Wianadadensonanisnagevlidulynunad Taedesannsaduiunisauunuldaiuaylal
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210 Network Diagram uag As-built Documentation fd 19 893 avituazdudY
Network Diagram Fanandlaseadussuunouduiunsuasvdeindaudada Iﬂmanmi As-built
FaansafuNMIAndIgse uazwanTeandenatiaion s aﬂnsmummmuamﬂm nsdension
NMBATNLASNNATING ViaBlaunedn ASInesn Usziaw Transceiver LlEun1e Uplink VLAN,
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